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Mac 0S BRZ T vpn iZE X
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2 Windows R4 NI E vpn 3%

2.1 Windows BRAE PiHERGE

& P R ET Rk hitp://library.shanghaitech.edu.cn/4032/list.htm
T e svn client for windows % /7 i
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1R (Windows £HE)
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(1) FHSVN Clicnt for windows % /1. JWIES,
RIS
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(3) "Ml —HIRG80167.1994, P A S i Shangbai Tech ISR B ML P £ W — B, AGTERRT.
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(3) fEUSEHEE, R VPN B, AHORASEN VPN AR, iR

- EITERE(G) I
KT EAA)
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2.2 Windows 2%t NI L2TP over |IPSec BRE /5%

(1) EFATHRIEZAT, EIABRMARGECEIT R TR, GARITE, EITE
41~ AR 55 -
217 B--cmd---services.msc Jf-IF 5 W~ AR SS H 3 JE 3h:
Remote Access Auto Connection Manager
Remote Access Connection Manager
IPsec Policy Agent
IKE and AuthlIP IPsec Keying Modules

Secure Socket Tunneling Protocol Service

(2) T windows R4t H GHLH ( VPN &Pt HHUAREIET 26 — 2 BEIE B
W (L2TP) / IPsec JERZE] VPN fid5ds), HZPAEMREE BN RS,
EHIWR NN FEARIFCRATN regreg, FHFTFFFNRITE], 218 F AR
D Je B 5 B A 2 R

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\PolicyAgent]
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"AssumeUDPEncapsulationContextOnSendRule"=dword:00000002

Hogk oLl s D il B ge T BE B

cn/help/926179/how-to-configure-an-12tp-ipsec-server-behind-a-nat-t-device-in-windows-
vista-and-in-windows-server-2008 (#1{fif#£ Windows Vista 1 Windows Server 2008 i

i

12tp over ipsec
_VYPN. reg

B NAT-T &%&/546 L2TP/IPsec fiIR%52%)

(3) MRIRFT T4 M) TR --- X 2 AL B - 30 B PR 43 B R 245 - 122 1) 1A

X, EAHAIE vpn JFACE S

m;@ » Control Pan

File Edit View Tools Help

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

el » All Control Panel ltems » Network and Sharing Center

View your basic network information and set up connections

3* =y q See full map

WX_234673 ShanghaiTech-test 2 Internet
(This computer)

View your active networks Connect or disconnect
ﬁ ShanghaiTech-test 2 Accesstype  Internet
Public network Connections: § Fitis@

Change your networking settings

U Set up 2 new connection or network
~
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

:‘1 Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

BE T o

File Edt View Tools Help
Cantrol Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

» All Control Panel tems b Network and Sharing Center —= = e

View your basic network information and set up connections

{k - 0 See full map

WX 234673 ShanghaiTech-test 2 Intemet
(This computer)

https://support.microsoft.com/zh-

View your active networks

S ech-test 2 r——
& oo © S e B

Choose a connection option
g Comecttothe ternet
ik Set up 3 new network

S Manually cor

nnect to a wireless network

7% Setup a dial-up connection

) (]



https://support.microsoft.com/zh-cn/help/926179/how-to-configure-an-l2tp-ipsec-server-behind-a-nat-t-device-in-windows-vista-and-in-windows-server-2008
https://support.microsoft.com/zh-cn/help/926179/how-to-configure-an-l2tp-ipsec-server-behind-a-nat-t-device-in-windows-vista-and-in-windows-server-2008
https://support.microsoft.com/zh-cn/help/926179/how-to-configure-an-l2tp-ipsec-server-behind-a-nat-t-device-in-windows-vista-and-in-windows-server-2008

X B[ Internet H RN«

Hif5: 180.167.19.94  F}4. 119.78.254.36;
HFr&HR: vpn #FHE X

VAR Ik P N R T

(R - SE, AHEE,

FNEEREN Internet itk

MEEER AR,

180.167.19.94
e — o8

EAREFRE): VPN &z

Internet #Biib(D):

[T rErREaER(S)

G [ s MEREEA)
BASERAFEILUAIR AT BN A ERIbESE,

TEANER: | (UHTIRELMEREERZ(D)

E’ % » Control Panel » Al Control Paneiltems » Network and Sharing Center

File Edit View Tools Help

Control Panel Home 3 7 3 7 F
View your basic network information and set up connections

Manage wireless networks ﬂ& r — "-‘ .
=
Change sdapter settings s % i
Change advanced sharing (This computer) @ i Connect to s Workplace -
o View your active networks
Type the Internet address to connect to
ShanghaiTed |
Public netwd |

Your network administrator can give you this address.

Internet address: 180.167.19.91

Change your networking sl

i setupenencog Destination name: E¥ECaEy
Set up a wireless, ||

Connect to a nety

Connect or recon| [T Use a smart card

# (7] Allow other people to use this connection

Choose homegn 5 >
This option allows anyone with access to this computer to use this connection.

Access files and g}
Don 't connect now just set it up so T can connect later

S Troubleshoot prd
Diagnose and reg)|

| )
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3% » Control Panel » All Control Panel ltems » Network end Shering Center

File Edit View Tools Help

Control Panel Home . ” "
View your basic network information and set up connections

o .
Manage wireless networks 5& - -
Change adapter settings v

WX_234673 m =
Change advanced sharing (Thiscomputen) | &g llin Connectto a Workplace
settings

View your active networks
Type your user name and password

ShanghaiTeq |
Public netw
User name:
Change your networking sel | Password:
G Set up a new con
=
Set up a wireless,

Domsin (optional): FREES

3% » Control Panel » All Control PanelTtems » Network and Sharing Center v | 49l Seo

File Edit View Tools Help

Control Panel Hom ) .
O S View your basic network information and set up connections

Manage wireless networks A =2 Q See full map
Shings sowty miog: W 2H6TI Shanghai — [P

Change advanced sharing (This computer) 2
settings Vicw your sctiv networks & lin Comecttoa Workplace

& ShanghaiTech-test 2
B pubic network The connection is ready to use

Change your networking settings . L;
Setup ot network L - =
- o nd, dial-ug

2 Connect now

(4) MRIURHFT T4 il T AR -~ 28 1M 22 o B SO P 28 10 B B4R BHTA ) vpn

A%, I8 VPN RN SHE R

W BRIRSS 2SR TE A RO AT

I BRIA

A

A: VPN 5% ffi[] IPSec 25— /ZP&iE P (L2tp/IPSec)

B: HlE . wriEinE CEAnEW T LLEED

C: BRI BRA

D: SV F X S P L 21 3% (PAP. CHAP) , AR Zik

E: mixE B A, L2tp 2 ik i 3 = %80 56 U 7 % O\ % 41 -
shtech@123!

IKEV2 BRIk
PR2%: BRI
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File Edit View Tools Advanced Help

!g@ » Control Panel » Network and Internet » Network Connections »

anize v Starf thisonnection Rename this connection Delete this connection Change settings of this connection
;E EFECEEY :.@ = =
- Disconnected s>  Disconnected B Not connected
WAN Miniport (IKEy) =P WAN Miniport (PPPOE) x dﬂ Intel(R) Centrino(R) Advanced-N ...

I

4
4

General | Options | Securty | Networking | Sharing |

Type of VPM:
| Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) -|
Advanced settings
Data encryption:
[Optional encnyption feonnect even o encryprion) d
Authentication

) Use Bdensible Authertication Protocol (EAP)

| Properties |

@ Allow these protocols

encrypted password (FPAP)
& Challenge Handshake Authentication Pratocal (CHAP)
Microsoft CHAP Version 2 {(MS-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

» Control Panel » Network and Internet » Network Connections »

File Edit View Tools Advanced Help

Organize v Start this Rename this Delete this Chang: gs of this
L’. E2FECEEN .:.om - TSR |~y EEREER2
WSy Disconnected > Disconnected . Not connected Not connected
(‘, WAN Miniport IKEv2) <P WAN Miniport (PPPOE) 3 <l intel(R) Centrino(R) Advanced-N... 3¢ &l Microsoft Virtusl WiFi Miniport A...
3 SFECTEEN Properties =
| General  Optons | Securty | Networang | Shang |
Type of VPN 1| Advanced Properties sz
Layer 2 Tunneing Protocol weh IPsec (L2TP/IPSec) - [ze
Data encryption: i Use for authentcation
[Ootionst enceyption conm P Kek_ shtech@123(
Authentication ) Use certificate for authentication
2 Use Extensible Authentication Protocel (EAP) Verify the Name and Usage attributes of the server’s certificate
@ Alow these protocols _7-”‘_\
(===l

[7] Unencrypted password (PAP)
[7] Challenge Handshake Authentication Protocol (CHAP)
7] Microscét CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Wi
password (and domain.

logon name and
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File Edit View Tools

Minipght (L2TP)

Start this connection

Advanced Help

Rename this connection Delete this connection

Change settings of thi

&« Connect EXEEEEY

User name: e huawei
Password:
Domain: TEERE

Me on
Me only

| Save this user name and password for the following users:

Centrino(

[ Copuéct ]l Cancel H‘“g‘PmpeﬂiesH

Help

7z

Z

(5) BHAAHIRILEAE L5 Vs in) TR, oy R R] LAY ) VPN RS54 1, 3%

FRINUR -

= ! <
= vpn Status Metwork Connection Details [&J
General | Details Network Connection Details:
Connection Froperty Value
IPw4 Connectivity: Internet Connection-specific DN...
IPwE Connectivity: Mo network access Desq‘ipﬁon ven
Media State: Connected Physical Address
) DHCP Enabled No
Duration: b0:01:32 IPv4 Address 10.19.159.212
IPv4 Subnet Mask 255.255.255.255
Detals. .. IPv4 Default Gateway
IPv4 DNS Servers 10.15.44.202
Activity 10.15.44.203
IPvd WINS Server
Sent Received MetBIOS over Tepip En...  Yes
Bytes: 96,819 362,297
Compression: 0% 0%
Errors: o o
| 'E‘_;'Properh’es | | Disconnect | | Diagnose |

rator: Command Prompt
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3 LINUX(debian/ubuntu) Ni%E vpn BLE &

(1) 4 open Terminal T JF % it

New Folder

Select All

Open Terminal

(2) HA:

sudo apt install \
build-essential \
git \

intltool \

libtool \
network-manager-dev \
libnm-util-dev \
libnm-glib-dev \
libnm-glib-vpn-dev \
libnm-gtk-dev \
libnm-dev \
libnma-dev \

ppp-dev \

libdbus-glib-1-dev \

14



libsecret-1-dev \

libgtk-3-dev \

libglib2.0-dev \

x12tpd \

Strongswan

CATLE R

xiagag@ubuntu: ~

File Edit View Search Terminal Help
xiagaq@ubuntu:~$ sudo apt install \
build-essential )\

libtool \
network-manager-dev \
libnm-util-dev \
libnm-glib-dev \
1ibnm-glib-vpn-dev \
1ibnm-gtk-dev \

1ibnm-dev \
libnma-dev \
ppp-dev \
1ibdbus-glib-1-dev \

> libsecret-1-dev \
libgtk-3-dev \
libglib2.e-dev \

> xl2tpd \

> strongswan

(3) %A

git clone https://github.com/nm-12tp/network-manager-12tp.git

Activities ) Terminal ~ Frl 06:58

xlaqaq@ubuntu; ~

File Ed earch Terminal Help
> build-e al \

d

dbus-glib
1

1ib
> 1ibgtk-

$ glt clone http: etwork-manager-12tp.gtt
network-man

(4) HAN
15



cd network-manager-12tp

xlaqaqmubuntu ~5 1s

mples. deﬁktop ) <-manager-12tp
xlaqaqmubuntu ~$ cd network-manager-12tp/

(5) fmA:
./autogen.sh

xiagaq@ubuntu: ~/network-manager-12tp

File Edit View Search Terminal Help
xiagaq@ubuntu:~/net k-manager-12tp$ ./fautogen.sh

(6) HiA:

./configure

xilagagq@ubuntu:~/network-ma er-12tps .fconfigure \
--disable-static --prefix=fusr \

--sysconfdir=/etc --libdir=/usr/Llib/x86_64-1linux-gnu \
--1libexecdir=/usr/1lib/NetworkManager \
--localstatedir=/var \
--with-pppd-plugin-dir=/usr/lib/pppd/2.4.7

VOV OV VW

(7) %A

sudo make &&make install

xiagag@ubuntu: ~
File Edit View Search Terminal Help

xiaqaq@ubuntu:~$ sudo make && make installl]

(8) Aiii setting 340
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(9) THiHF| Network FFadi VPN +

Q Settings

Dack

Wired
Notifications

Search 1000 Mb/s

Region & Language
9 gy VPN

Universal Access

e B o » 0

VPN 1 VPN

&

* Online Accounts
Privacy Network Proxy

Sharing

sound

Power

Devices >

Details >

Hetwork

Cheese

+
OFF| £
+
OFF| &
°

(10) %% Layer 2 Tunneling protocol(L2TP)

Add VPN

Layer 2 Tunneling Protocol (L2TP)

Point-te-Point Tunneling Protocol (PPTP)

Import from file...

(11) #h0 vpn

Add VPN

identity  IPv4  IPVG

MName | VPN 2
General
Gateway
Authentication
Type  Password
User name

Password
Show password

NT Domain

*® IPsec Settings.

¥ PPP Settings

17



Connection name: Bfi #2424
Gateway: 180.167.19.94

User name: 1@ % F 7 4

Password: 1% [l [ FH J* 44 o 18 1) %5 A

(12) %% IPsec Settings

% IPsec Settings...

L2TP IPsec Options

Enable IPsec tunnel to L2TP host

General
Gateway ID:

Authentication

Pre-shared key:

Show password
~ Advanced

Phase1 Algorithms: (

Phase2 Algorithms: (

Enforce UDP encapsulation

Cancel OK

Type: Pre-shared key (PSK) »

Pre-shared key: shtech@123!
Phasel Algorithms : 3des-shal-modpl1024
Phase2 Algorithms : des-shal

(13) A"OK"[HE] VPN ¥ & 5t
(14) A PPP Setting #EA 41~ ST,
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L2TP PPP Options

Authentication
Allow the following authentication methods:

MSCHAP
MSCHAPV2

Security and Compression
Use Point-to-Point encryption (MPPE)
Security: | All Available (Default) v
Allow stateful encryption
Allow BSD data compression

Allow Deflate data compression

g g y—

Use TCP header compression
Use protocol field compression negotiation
Use Address/Control compression

g —

Echo
Send PPP echo packets

Misc
MTU: | 1400 = +
MRU: | 1400 = +

Cancel OK

B EAP" [)/2) i .
/r] 146" Use Point-to-Point encryption (MPPE)"

(15) s Ok iR EFH, A Add PRAFHEHE .

Identity | IPv4 IPV6

Name | VPN 2
General
Gateway | 180.167.19.94
Authentication
Type | Password -
User name ;J-rentong

Password u----..........| 5

show password

NT Domain

% IPsec Settings... X PPP Settings...

(16) ZE LM G IS 1A b A R W 25 3% 8 I BR-->VPN Connections --> a7/}
NI B VPN (HER AR Z ] DL BRTE VPN % & B2 ) Connection
name) K& VPN, I HEE T
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4 FHIHKE vpn FE

4.1 10S RimALE

|0S Z&3iii 1 7 SR F L2TP over 1PSec J7 2y o) Al 4 W BRI, B 2l 2% o ) e & 7
%:  FTJF 10S FHLEK PAD--- 1% & -8 H---VPN---, IR VPN Bt & ---- 2K % 5
L2TP-- (fERINECE RS BT

FA: L2TP

fiik: HiEX

MR55-%%: 5. 180.167.19.94  Fl4LK: 119.78.254.36

KPS Rk

RSA SecurlD : L7524k

4] shtech@123!

RIEFTERE: Ak

REE: T

14:02 «atl 4G =

B ShanghaiTech s | | SRS S PR S8 AL A
&R VPN

ES:4)

R ShanghaiTech = E L/‘
BESSEE 180.167.19.94
. _— ~ shanghaitech
RSA SecurlD

i) esssecssee whn VPN B ...
0 eeesescecee

AGXPRA L )

WIS E TG, 30Uk VPN P
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= [m] X = (m] X
@ RAS eseco 4G mF9 16:17 @ 78% > B A5 eeeco 4G [FH 16:18 @ 76% W
= hytung.cn (¢ ipub.exuezhe.com (¢

=L R

[EEN) =KD ( ) (o ) (Cmme) (aw
(8] RPN OsnesOnms Oum  [HRIVR]

(LR AR S uncode ERFH, EHANRFRNEH/\H
2.

POEGER (IRRAm) B!

{MEaE) RRAER Unicode 17/£ABCDERG/\ L ZFilF2 8
ARFEHE, MORFEINT. FRIERIERND, TRSRHRE
TafUIRT) B/S MBRNRRMAERBIEE, EANERAFH, &
BHLLWHESLN, M SHRORAMEXEL 2Rz FUETR

AT RIMR

M IREEEY 823 ( BX, M ESEER
RED . B 3 1A
TR . MIEEEY ORREHRY | Kigsy (RAHD . (EEE) B

sy (migh | RAAEM [FHEERE] 0 (RN 5K, =&
SEREE15.0002MHER, HHATHEFERAHT, Bidd0005H
ZICHSBRRNEREENE, RFLBHTI0Z. XEASHE
1817, MREBIIR, HTIRBEERERERFN0.

[FEEEIET] SIRAIER, AQ: wwweneohytung.com, fRAJS
OREESHTAEMA. ZERIHE,

RG] FARE S BT % RGE,

[FHEE) REEDEXNE, SHNEENERRATEH

h m O

4.2 Android RiRELE

A48 Android 235 B KA L2TP over IPSec J7 37 18142 el Y 9 S5 5, 7% 5h 2% i
(TG 2 77V

B2 I R 49 Android I, EIXIE VPN I, REARESERHA PIN
i, WEA00t PIN B DUME 58500 VPN BLE R H . VPN 4 JRiEsE, B VPN EH
WG, A EMRESLT VPN M. W8 BIAE SR IR IC ik s i f B ol , 17 T
VPN # 2B &R SN 95 B G Ab 3

(1) JEIEFHL. PAD“H R BB B SRR “WLAN B £ 15 B B F

VPN, &SI VPN [2%7,
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at/s 15 Sll 5D ForE: s

pup 5. 11/5 0 ths Sll (D T3 F—
@0
TR BAABLE
@ HFEE HFC
At i i TENEE

o - EEREY Y
B ~=_
@ wEER HiE A
Py it
EES
I3
[ sermse
e
i
) safrs

4 10 B2 BB/ s Sl GO F o244

O <

(2) “¥nVPN M%7, JH7E “Yufs VPN ILE” BSEK BT
YR HPHEES el vpn
FHL: L2TP/IPSec PSK (FHiAth 2RI 2 N I ARY)
BHE M. 119.78.254.36

M55 28tk HAE:

180.167.19.94
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L2TP #48: =5, RfEH, AEHE
IPSec #7iRFF: 2%, KRAEH, AHEE
IPSec it % 4H: shtech@123!
AT BN, AT ERLE.
A

Himpom 0 K/s T ws Sl ®all ==
< kA% VPN P24
A AR

%

RR #3533kt
180.167.19.94

L2TP # 4

l

IPSec A3 4

IPSec 14 F M

(3) WwESHH# VPN IESHGE R, 17FZ VPN, fAH S A, mdiiE
B, WA VPN, s “IEfEIER” Fzla “ O RS, RREAL
e
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+HBE s OKs 5 s Sl (060 F 55205

& EgEHwm

LS

| EETYEY
RS VR

A 1l 1ok 5 s Sl 550 F A Se0g

<& PN

E¥-1'3 TN 2

P \@ﬁ/

LikdE VRN
4 vEn
B 00:00:13
+ARL Ok, F g 0w Tl CBED T 47-5: 04 LRE: 338 FHA0 AddEa
& v Ehide: 1T R0 R
P >
ikt Bl L E

(4) LoihiE, imt b ssiut, tin ping SRELS A 0K f 7 B
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IP Address to ping: || Fuorewver

10.15.44,.202 Start

PING 10.15.44_ 202 (10.15.44_202) 56(84) bytes of data
64 bytes from 10.15.44, 202 ttl=124
time=313 ms
64 bytes from 1015 44 P02: kcmp_seq=2 til=124
time=322 ms
64 hytes from 10_15. 44 P02: kmp_seq=3 til=124
time=327 ms
64 bytes fram 10_15_ 44 202: emp_seq=4 til=124
time=336 ms

——— 10,15 44 202 ping statistics ———

4 packets transmitted, 4 recebved, 0% packes loess, time
F3003ms

rit minSave smax S mdey =

F313.741,7325 056 336_16378_176 me

@ ipub . exuezhe , com

iy e

=] HHARA SxmEE
— ENETIEE [ #x |
El SXER HFWHE

e Hynene gaxn annm maw RE2Y
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